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[IpamiBHUKKM TACUBHOTO THUIY — IHEPTHI, PO3PaxOBYBaTH Ha iXHIO
IHIIIaTUBY HE BapTO, ajllé B YMOBaX CTaOLIBHOI 3J1aroJKEHOi BHPOOHUYOI
Opuraau mpaioTh 3a10BUTEHO. OTHAK BOHU € MOTEHIIHHUMA KaHAUIaTaMHA Ha
nepexij 10 MapriHaJbHOI TPYIHU BIAXUICHOTO TUILY.

PoOITHUKHM BIAXWJIEHOTO TUMY — II€ TOM KaapoBUK «Oajact», SIKOTO
nmparae mo30yTucs poboTomaBers 3a mepmoi Haroau. I[IpariBHUKK 3 Takum
TUTIOM TIOBEAIHKM YacTO HE BHKOHYIOTh HOPMH, TPHUIYCKAIOThCS Opaky
POAYKIIii, MPOTYIIOI0Th, CIPUINHSIIOTH KOH(QIIKTH, HETATUBHO BIUIMBAIOTH Ha
MOPAJIbHO-TICUXOJIOTIYHUN KJIIMAT Yy KOJIGKTUBI. 3a TaKUMU pPOOITHUKAMHU
MOTPiOEH KOPCTKUN KOHTPOIIb.
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BE3IIEKA JAHUX, AK OJHA 13 TIPOBJIEM
CYYACHOT'O KOPUCTYBAYA IHTEPHET

B cydacHoMy cBiTi Oe3mneka JaHuX BIAITPA€ AyKe BXKIWUBY POJb B KHUTTI
KOXXHOT JIFOJIMHU, sika 30epirae cBOi JaHl B XMapi a00 HaBITh HAa JTOMAalTHLOMY
koM totepi. [llaxpaiicTBO 3 BHKOPHUCTAHHSM JaHUX KOPUCTYBAdiB 1HTEPHET
CTaJ0 AYX€ BEIUKOI MpOOJIEeMOI0 Cy4acHOCTI. TOMYy KOKHOMY CBIIOMOMY
KOpUCTyBaduy Komm'torepa abo cmaptdona Tpeba mombaTé mpo HaAMIMHHIMA
3aXUCT CBOIX JaHHUX.

[npopmariiitna Oe3meka — 1€ CTaH 3axUCTy CHUCTEM OOpoOKH Ta
30epiraHHs JaHuX, SKUWA 3a0e3nedyye KOH(IACHIINHICTh, TOCTYMHICTh Ta
LUTICHICTh 1H(OpMAaIlli, BUKOPUCTOBYE Ta po3po0Jsie iHPOpMalLlil0 HA KOPUCTh
rpoMajisiH ad0 BXXMBA€ HU3KY 3aXOJiB, MPU3HAYEHUX JJISI 3aXUCTY OCOOHUCTOI],
COIllaJIbHOT Ta HaIllOHAJBbHOI 1H(OpMaIll BiJ HECAHKIIOHOBAHOTO JOCTYITY,
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BUKOPHUCTAHHSA, PO3KPUTTS, 3HUIICHHS, MOAMU(DIKAIs, O3HAMOMIICHHS, 3alUCy
a0o0 3HUIICHHS ITepeBipkH [1, c. 280-281].

Jig 3axucTy OCOOMCTHX JaHUX Haimepuie MOTPIOHO po3MoyYaTd 3
CKJIaAHOTO mapoito. Jlns TreHeparii Mapoil0 MOXKHAa BUKOPHUCTOBYBATH
creliaJbHe TporpaMHe 3a0e3ledyeHHs B SIKOMY MO)XHa W 30epiratu mapodi.
[IpuknagoM Takux Mporpam e:

e AZPassword — mporpamMa MoOKe€ T'€HEpyBaTH CKIAIHI Mapoii 3a
BKa3aHMMH IapaMeTpaMH Ta BHUKOpUCTOBYBaTH Koau BASE64 ta ROT47 nnsa
mudpyBaHHsa (koayBaHHs) ciiB Ta ¢pas. Jlomarok miaxoauTh s 32/64-
po3psaaHux onepariiinux cucremM Windows XP, Vista, 7, 8, 8.1 ta 10 [2].

e (enPass — mporpama, M0 BUKOPHUCTOBYETHCS ISl TEHEpaIlii mapoJIiB.
[Is HeBenmuka OE3KOIITOBHA YTHIITA JOMOMOXE KOPHUCTYBayaM CTBOPHUTH
ckJagHi (ppa3u s 3axucty cBoix nanux. Jlomarok miarpumye Windows XP,
Vista, 7, 81 10 (32/64 6it) [3].

o KeePass Password Safe — OeskomroBHa mporpaMa 30epiraHHs
napoJiiB, 1m0 nomuproeThes 3a ninensieto GPL. Tlporpamy po3pobus lomiHik
Peiixn nns oneparmiiinoi cuctemu Windows. KeePass minrpumye posmmpeni
cTanaapty mudpyBaHHs Ta anroput™ Twofish nns mmdpysanns napomis [4].

KpiMm ckinaaHux mapoiiiB HE MOTPIOHO MiAKIIOYATUCh O T'POMaJChKOTO
WI-FI, xoxeHn xode OyTH 3aBXKIM Ha 3B’SI3Ky, alle uyepe3 TaKy MEpexy
HaAWIpOCTIllIe BUKPACTU Balll 0COOMCTI NaHi. HacTynmHMM KitoueM 0 3aXHUCTY
BalllMX JaHUX € JBox(akTopHa aBTOpU3allis. barato MeceHKepiB Ta COllialIbHI
MEpeKi aKTUBHO IMPOIMOHYIOTh KOPHCTYBAa4eBi BUKOPHUCTOBYBATH TaKUN METON
3aXUCTY. AJIKe SKIIO HaBITh BAlll MAPOJIb 3J1aMal0Th, 0O OTPUMATH JOCTYII JI0
BaIllOl CTOPIHKM MOTPIOHO OyZe MpOWTH HACTYNMHUUM eTan 3axucrty. Takox mpu
Mepersisifii CTOPIHOK 1HTEPHETY MOTPIOHO 3BEpTATH yBary Ha MPOTOKOJ 4Yepes
KU BU 3’ €JJHY€TECh 3 BijganeHuM cepBepoM. Axio mpotokos HTTPS To Bare
3’€THaHHS MU(PPYETHCS, TAKUM YUHOM BOHO 3axXHIIEHE BiJ aTak XaKepiB. Ale
caiitu BuxkopuctoBytorb 1 HTTP, 3 Takumm caiitamu moTpiOHO OyTH
o0epeXkHUM, HI B SIKOMY pa3l HE MOTPiOHO BBOJWUTHU Ha TaKiil CTOPIHII CBOi
ocobwucTi jgaHi [5].

[udpyBanHs € OgHUM 13 HAWOUIBII €(PEeKTUBHUX CIOCOOIB 3aXUCTy
JaHuX. SIKII0 HA BallOMy MPUCTPOI BBIMKHEHO MM(pPYBaHHS IaHUX, YCl JaHi
OyyTh 3amudpoBaHi, BKIOUYAOYH €JIEKTPOHHI JJUCTU, TEKCTOBI MTOB1IOMJICHHS,
KoHTakTH, AaHi (Google Ta pomatkiB, dororpadii, Meaia Ta 3aBaHTaAXKEHHS.
Jlesiki HemepcoHaNIbHI JaHl (Hampukiaa, po3mip ¢aiiny) He MHUPPYIOTHCS.
[udpyBanns 30epirae nani, moO iXx MOXHaA OyJ0 NPOYUTATH, JIMILE KOJU
MPUCTPiA po30J0KOBaHO. SKIIO po30s0KyBaTH 3amudpoBaHUN MPUCTPIH, AaHi
OymyTh po3mmdpoani. SKio B 3aryOuTe MpUCTpii, mudppyBaHHs 3a0€3MeYUTh
JIOJATKOBUM 3aXUCT JaHUX [6].

be3 InTepHery cy4yacHe KUTTA HEMOXIUMBE. MH BHKOPUCTOBYEMO
BeO-IOCTYN Ui TOIIyKy, myOmikamii Tta oOpoOku iHdopmamii. IlepeBaru
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BUKOpUCTaHHsA [HTepHETY oueBHmHI. SIK 1 Oyab-ska ckiamHa iHGpacTpyKTypa,
[aTepueT Kpue 6arato HeOe3mekK, 1 X ITHOPYBaHHSA MOXXE MPU3BECTH HE TUIBKH
JI0 BTpaTH BJIACHOTO CIIOKOIO, aJie 1 0 BEIMKUX MaTepiaibHuX BpaT. KoxkeH, XTo
CHiBIpaiioe 3 [HTepHETOM, MOBUHEH PO3YyMITH MOTEHLIHHI JKepesa HeOe3eKH
Ta MaTd MOXJIUBICTh 3aXUCTUTH ceOe, CBOIX pOIWYIB Ta ApPYy3iB, MO0 HE
CTpaX/IaTu BiJ IOTO «TE€MHO1» CTOPOHH.

Cnmncoxk BUKOPHCTAHUX JIKepeJT
1. Pomaxka B. A., Jlaryn A.E., I'apacum 1O. P. ta in. Ayaurt indopmariiHoi
oesneku: miapyunuk. JIbBiB: Cronom, 2015. 363 c.
2. AZPassword. URL.: https://www.softsalad.ru/software/bezopasnost/zashchita-
informacii/az-password (nata 3BepuenHs: 23.03.2021).
3. GenPass. URL: https://www.softsalad.ru/software/sistema/utility/genpass
(mata 3BepHenHs: 23.03.2021).
KeePass Password Safe. URL.: http://keepass.ru (mara 3sepaenss: 23.03.2021).
5 moixiB 3axucry ocobuctux nmanux B iHTepHeti. URL: https://beetroot.
academy/blog/general/5-shlyahiv-zahistu-osobistih-danih-v-interneti  (mara
3BepHeHHs: 23.03.2021).
6. Sx mmdpysarm mani. URL: https://support.google.com/nexus/answer/2844
831?hl=uk (nara 3Bepuenns: 23.03.2021).

o b

Ipuna bypnaka

PO3BUTOK JUTAYOI OCOBUCTOCTI 1] BIJINBOM
COHUIAJIBHUX MEPEK

CyuacHe CycniIbCTBO MOBHICTIO 3QJICKUTH BiJl €JIEKTPOHHUX PECypCiB. 3a
JIOTIOMOTOI0 HOBITHIX TEXHOJIOTIH 3 SIBISIOTECA HOBI (GopMHU B3aeMOAll Ta
KOMYHiKarlii. 3 KO)KHUM POKOM KUIBKICTh COLIaJIbHUX MEPEX BCE 301IBIIYETHCS
1 30UIBIIYETHCS, TOMY BapTO BHUKOPUCTOBYBATH iX SK 3aci0 31HCHEHHs
OCBITHBOT'O TIPOIIECY, TOOTO CTBOPUTH CEPEAOBUIIE, IKE OYy/1e KOPUCHUM ITiJT Yac
PO3B’s3aHHS BAXJIMBUX COIIaTLHO-TIEIarOTIYHUX Ta OCBITHIX MTPOOJIEM.

[HdopmariliHo-KOMyHIKaIliiHI TEXHOJIOTIi CTal0Th YNHHUKOM ITO3UTHBHUX
3MiH, BIJIKPUBAIOTh HOBI MOXJIMBOCTI IS TOKPAIICHHS SIKOCTI OCBITH, ii
JOCTYITHOCTI JJIsi JiTe 3 0CcOoOJMBHMH TMOTpeOaMu, CHPHUSIOTH JOCTYIY [0
iH(popMarrii Ta OCBITHIX MOCTYT. 3aBASKH I[bOMY, IITH BYaThCSl TEHEPYBATH 1761,
OOMIHIOBATHUCS BIJIOMOCTSIMU 4Y€pe3 OHJIAWH-1aJIOTH, TOJEPAHTHO CHPUNMATH
TYMKU 1HIUX. [3 MacMBHMX KOPHCTYBadiB 3HAaHb BOHU TIEPETBOPIOIOTHCS Ha
aKTUBHUX YYaCHHUKIB HaBUaJibHOro nmnpoiecy. CoriaabHi Mepexi arTh
MOXJIMBICTh 3AIMCHIOBATU TIE€BHI OCBITHI IIiJIl, OCKUIBKM Yy4YHI BUTpavaroTh
OaraTo 4yacy Ha CIUIKyBaHHS 3 Apy3sMu B [nTepHeTi [4, ¢. 32].

IcHye Benuye3Ha KUIBKICTh AOCHIHKEHb, MOB’SI3aHUX SIK 3 MO3UTHUBHUM,
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